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Description 

Field of Invention 

[0001] This invention concerns substrates, primarily 5 
papers and in particular to a method of modifying the 
substrate to make it suitable for use in printing security 
documents. 

Background to the invention '0 

[0002] It is known to scan a printed document and 
convert the image into digital data for feeding into acom- 
puter. A copy of the original document can be printed 
out using the digital image data using a laser jet or inkjet '5 
printer, and in this situation, the imaging device (usually 
a scanner), computer and printer, acts like a copier. The 
stored data can be edited or manipulated using graphics 
software so that the final print can be a very accurate 
reproduction of the original. Furthermore, the data can 
be transmitted for example via the internet or by modem 
and telephone line to a remote location, or stored for 
future use on a disk or other memory device, and this 
technology can be used to counterfeit security docu- 
ments such as cheques, banknotes, identity documents 
and the like. 

Prior art 

[0003] Methods are known for modifying substrates 
so that genuine substrates can be identified and distin- 
guished from counterfeit substrates. Typically these 
methods include marking the genuine substrate with 
materials which fluoresce under ultra-violet, or which 
only emit light at some special region of the visible spec- 
trum, or involve the addition of special material such as 
magnetic materials or infra-red absorbing pigments, or 
the inclusion of large scale watermarking in pictorial or 
bar code form on or in the substrate. All these methods 
require either a gross alteration of the substrate (as in 
watermarking methods) or the inclusion of special ma- 
terials usually requiring special detectors to determine 
if the substrate of any document is genuine. Such meth- 
ods tend to be expensive, the effects are usually readily 
visible to the naked eye, and it is not impossible to mod- 
ify paper and other substrates in a similar manner, so 
as to confuse a verification process. For example, EP 
No. 0882599 describes a substrate printed with a pat- 
tern which can be seen as a single printing but when 
copied is revealed to the eye as two printings by the cop- 
ier reproduction system. 

Object of the invention 

[0004] It is one object of the present invention to pro- 
vide a special substrate on which security documents 
can be printed, having features which will not be repro- 
duced by a photocopier but which can be detected using 



2 

a computer or other data processor based image sys- 
tem. However, the features will not normally be repro- 
duced by a copier or printer supplied with image data 
signals obtained from an unprotected such system, as 
it can be arranged that if the computer system or copier 
detects the said features it can therefore refuse to proc- 
ess the image. 

Summary of the invention 

[0005] According to one aspect of the present inven- 
tion a substrate on which a security document is to be 
printed includes a plurality of physical features in the 
surface thereof which when illuminated and imaged pro- 
duce image data signals in the output of a photoelectric 
device characterised in that : 

1 . the contrast between the features and the re- 
mainder of the substrate surface is selected so that 
image data signals corresponding to the features 
are substantially indistinguishable from image data 
signals relating to the remainder of the substrate 
surface and/orf rom background noise signals in the 
output of the photoelectric device and are thereby 
indistinguishable by eye; and 

2. the features are repeated at intervals over at least 
some of the surface area of the substrate, whereby 
time or position of signals relating to each feature 
will bear at least one fixed relationship to signals 
relating to other of said features, whereby a com- 
puting device supplied with the image data signals 
can be programmed to identify whether feature sig- 
nals bearing the said at least one fixed relationship 
are present in the data, to assist in identifying the 
imaged document. 

[0006] The features may be repeated at regular inter- 
vals. 

[0007] Each of the physical features may be similar in 
character to each of the other features in the said sur- 
face. 

[0008] Documents of the same type may be printed 
on substrate bearing similar features having a similar 
fixed relationship over the surface of the substrate. Thus 
for example bank notes of one denomination may be 
printed on a substrate having surface features of a par- 
ticular type and one or more particular spacings. 
[0009] The spacing may be selected so as to be con- 
stant in one direction only or varied according to a spe- 
cial, known pattern. 

[0010] A similar or different regular spacing may be 
selected for features in another direction bearing a par- 
ticular spacial relationship relative to the first said direc- 
tion, for example perpendicular to the said first direction. 
[0011] In a preferred example the features are ar- 
ranged in a 2D matrix in the substrate surface. 
[0012] The existence of such features in a substrate 
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surface constitutes a primary encoding of the substrate 
allowing substrates to be distinguished from substrates 
not containing said features, or to be distinguished one 
from another depending on the choice of features. 
[0013] Secondary encoding of a substrate may be 5 
achieved by introducing a variation into the matrix such 
as by omitting features from particular positions in such 
a regular matrix. 

[0014] Thus for example every fourth feature along 
each third line may be omitted. 
[0015] Preferably security documents are encoded 
using both primary and secondary encodings. 
[0016] In addition or alternatively secondary encoding 
may be provided if the matrix is formed from features 
having two distinctive characteristic and, instead of 
omitting features at specific positions within the matrix, 
features of one type are located at one set of positions 
in the matrix, and features of the other type are located 
at other positions in the matrix. Thus in a simple example 
one set of features may be generally circular in shape, 
whereas interspersed features producing a secondary 
encoding may have a different readily distinguishable 
shape such as rectangular or triangular. 
[0017] Since the encoding of a substrate can be 
achieved by selecting the spacing between features or 
selecting features having a specific characteristic such 
as shape which can be identified in image data signals 
relating thereto, and/or by the substitution of features 
having a first characteristic at selected points in a reg- 
ularly occurring matrix of such features by other features 
having a second different characteristic, and/or the 
omission of features at particular points in a matrix, there 
is an almost infinite number of possible combinations 
and permutations available to encode security docu- 
ment substrates. 

[0018] Therefore not only does the invention permit a 
reliable method for identification of security documents, 
so as to readily detect forgeries which are not printed 
on an appropriate substrate, but each individual type of 
security document such as banknotes of different de- 
nominations, cheques originating from different banks, 
passports issued by different offices, and the like, if de- 
sired can be uniquely identified by a particular primary 
and/or secondary encoding selected for the substrate 
on which they are to be printed. 
[0019] Image analysis techniques for identifying the 
presence of regularly occurring patterns and/or drop- 
outs within regularly occurring patterns and/or shape(s) 
or other visibly distinguishable features of detectable 
features in an image, are readily available and known, 
and by using high speed processors such as DSPs and 
the like, image data can be checked and verified or oth- 
erwise, virtually instantaneously as documents are 
scanned. 

[0020] Preferably a physical feature is selected for en- 
coding the surface of a substrate to provide a primary 
encoding, which will not appear in the electrostatic im- 
age of a photocopier, This ensures that attempts to re- 



produce the original by photocopying will merely pro- 
duce a copy containing the printed content of the docu- 
ment unless the substrate onto which it is copied con- 
tains the correct physical encoding in the surface there- 
of. 

[0021] More preferably, if a secondary encoding is 
present, any variation in the primary encoding which 
constitutes the secondary encoding is even less capa- 
ble of being distinguished by the naked eye or picked 
up by a photosensitive device as used in a photocopier. 
[0022] Preferably the physical feature encoding is in 
the form of a repeat pattern. 

[0023] As the identification features are such that the 
appearance of the security document (for example a 
bank note) is not affected or disturbed aesthetically, 
since in the case of banknotes, the introduction of new 
notes provided on substrate according to the invention 
is permissable alongside existing banknotes printed on 
unencoded substrate, since if the general appearance 
of the documents is unchanged to the naked eye, old 
but nevertheless authentic notes which do not contain 
the physical feature encoding on the substrate surface 
provided by the invention, will appear similar to ban- 
knotes printed on encoded substrate. 
[0024] Examples of physical feature encoding of a 
substrate as aforesaid comprise, embossing with ink- 
less intaglio or embossing the surface by calendaring 
during manufacture of the substrate. 
[0025] Two or more different encoding techniques 
may be combined in any substrate. 
[0026] The invention also lies in impressing in the sur- 
face of a substrate onto which a security document is to 
be printed indentations and/or grooves in accordance 
with a first pattern which contains encoded therein a 
second pattern, to enable a security document printed 
on such a substrate to be identified by subjecting image 
data signals obtained from scanning the document to 
an appropriate mathematical algorithm to determine 
whether the second pattern can be found in image data 
signals relating to the first pattern. 
[0027] A pattern may be encoded to produce multiple 
iterations of a code on the substrate. 
[0028] The encoded pattern may not extend over the 
whole of the surface of the substrate forming each doc- 
ument but only over selected areas which align with par- 
ticular printed areas of the substrate, and according to 
another aspect of the invention, the printed areas are 
selected so as to enhance the detection of the substrate 
surface variation during scanning and conversion of the 
image into image data signals. 
[0029] Redundancy created by multiple iterations can 
be used to advantage since the large number of similar 
iterations enhances the detectability of the code by in- 
creasing the effective signal to noise ratio. This in com- 
bination with the selection of particular regions of the 
printed areas of the final document in which to locate 
the iterations, facilitates the detection by a data proces- 
sor of the presence of an otherwise substantially invisi- 
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ble pattern in the data signals derived from the scanning. 
[0030] For a document identification system to work, 
the encoding of the documents must be capable of being 
read for example by optically scanning the documents 
and generating image data signals which can be han- 
dled by a computer, or by using a specialist imaging and 
image analysing apparatus performing this function. 
[0031] The invention also lies in a security document 
substrate adapted to be identifiable as such by having 
detectable surface features therein features to enable 
identification as aforesaid. 

[0032] The invention also lies in a security document 
when printed on a substrate as aforesaid. 
[0033] A primary application of the invention lies in 
treating the surface of a substrate as aforesaid for use 
in the production of security documents so as to inhibit 
or degrade the reproduction of such security documents 
using a scanning process which converts the image into 
image data signals for controlling a printing process, in 
which a second control is introduced if surface encoding 
is detected by subjecting the image data signals to an 
appropriate algorithm, which second control serves to 
downgrade or inhibit the printing process so as to pre- 
vent the reproduction of the original document, or of a 
good quality reproduction thereof. 
[0034] Thus, the invention also provides a method of 
verification, of a security document when printed on a 
substrate as aforesaid wherein in a first step of verifica- 
tion a scanning process is employed to convert the im- 
age of the surface of the substrate of the document into 
image data signals for controlling a printing process, and 
when surface encoding is detected, a second step of 
verification is introduced by subjecting the image data 
signals to an appropriate algorithm, said second step of 
verification, if failing, serving to downgrade or inhibit the 
printing process so as to prevent reproduction of the 
document, or at least a good quality reproduction there- 
of. 

[0035] Thus for example bank note authentication de- 
vices can be provided at relatively low cost to be asso- 
ciated with tills in shops, banks and post offices, so that 
at transaction points bank notes tendered by the public 
can be verified before they are accepted. 
[0036] In the case of a currency note, it may be of fur- 
ther interest to determine what denomination it is, and 
if more than one originating organisation is involved, it 
may also be advantageous to determine which organi- 
sation issued the note. Computer based document 
checking facilities of this type can be used as note ac- 
cepters, can be used in note exchangers, and can be 
used to enable blind persons to discover what bank 
notes they have in their possession. 

Description of different encoding techniques 

[0037] The surface treatment of a substrate in accord- 
ance with the invention includes any technique which 
results in lighter and darker regions to be visible in the 



surface of a treated sheet of substrate when illuminated 
for scanning. 

[0038] Either or both primary and secondary encod- 
ings may be in the form of repeat pattern which are dis- 
s tinguishable under appropriate illumination to provide 
detectable content in digital signals obtained by scan- 
ning. 

(1) Embossing 

10 

[0039] In a first technique embodying the invention, 
the substrate may be embossed during its manufacture. 
Thus it is customary in paper or sheet plastics manufac- 
ture to make the material smooth enough for printing by 

is passing it through a high pressure nip between two steel 
rollers, a process known as calendaring. By forming one 
or both of these rollers with indentations, a paper or plas- 
tics substrate forced therebetween, will be formed with 
an embossing pattern corresponding to the indenta- 

20 tions. By suitably encoding the embossed features, the 
substrate will be encoded as required by the invention, 
and can be detected by suitable illumination and con- 
verted into digital data signals by a scanner for analysis 
by a data processor. 

25 

(2) Surface treatment of lacquered papers 

[0040] Where a paper or plastics substrate material 
has mixed therewith a resin or lacquer or other material 

30 to provide a smooth surface for printing, an encoded 
structure can be formed in the surface such that the ac- 
tual surface of the substrate is sufficiently smooth to ac- 
cept printing ink to enable a security document to be 
printed thereon, but at the same time contains a fine pat- 

35 tern of less smooth regions, which may be less receptive 
of printing ink. 

(3) Impregnation 

40 [0041] The surface may also be modified by a tech- 
nique in which selected regions of a substrate describe 
a repeat pattern by being impregnated with a fluid such 
as a resin, or lacquer, such that the optical absorbtion 
or reflectance characteristics or optical density of the 

45 substrate is altered sufficiently as between impregnated 
and non-impregnated areas as to be discernable under 
incident light as during scanning for digitising. 

(4) Laser treatment 

50 

[0042] The surface of the substrate can be etched by 
a laser beam, so as to produce cavities or grooves in 
the surface to be printed (or awaiting printing). This tech- 
nique lends itself to the production of very fine patterns 
55 jn the surface of the substrate and since a laser beam 
can be modulated very accurately can be used to intro- 
duce depth modulation in any such grooves or cavities 
as well as or instead of edge or thickness of spacing 
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modulation. 

(5) Watermarking 

[0043] Watermarks alter the thickness and/or texture 
of a substrate, which variations and/or can be rendered 
visible under incident light and can be used to form pri- 
mary and/or secondary encoding of the invention. They 
may be formed in two ways. 

[0044] In the Fourdrinier paper making method, the 
wet paper is embossed using an embossing roller as it 
is being formed, thereby impacting a mark in the paper 
corresponding to the embossing. By forming the em- 
bossing in a suitable repeat pattern which extends over 
the area of the web, so the paper can be encoded with 
the watermark pattern. 

[0045] A second technique for forming a watermark 
uses the so-called cylinder-mould method. In this meth- 
od the watermark is formed by a cylindrical wire mesh 
on which is impressed "mouldings" in the form of imag- 
es. During manufacture of the paper, fibres build up to 
a greater or lesser extent on the mesh moundings and 
where the thickness of the paper is greater, this gives a 
darker effect when viewed in transmission than do re- 
gions which are thinner and therefore which appear 
lighter when viewed in transmission. Howeverwhere ei- 
ther types of watermark is just visible in incident light 
this can be used to provide the background coding re- 
quired by the invention. 

[0046] In accordance with the invention either water- 
marking technique may be employed to apply a pattern 
in the surface of a substrate especially a paper sub- 
strate, which is virtually imperceptible to the naked eye, 
but which will appear as a low contrast pattern when 
subjected to incident light as where a document is ar- 
ranged for scanning and digitising. 
[0047] The techniques so far described provide a sur- 
face encoded substrate which subsequently can be 
printed to form a security document. However some of 
the encoding techniques, eg embossing, may be ap- 
plied after some or all of the printing of the document 
has occurred. 

[0048] For example embossing may be applied after 
a title, or other text, or personal data for example in the 
case of an ID document has been printed onto a plain 
substrate, and a surface encoding formed as a post- 
printing step. 

[0049] Encoding by embossing can be achieved 
whilst printing at least some regions of a document. 
Thus the surface encoding may be imparted to the doc- 
ument by so-called "blind" intaglio printing, or intaglio 
printing with colourless ink. In such a method an image 
is printed using a plate containing engraved areas, 
some of which are filled with ink and some of which are 
left empty in the case of blind intaglio printing. The en- 
graved plate, inked as appropriate, is pressed under 
high pressure against the substrate so as to cause the 
ink to transfer to the substrate. The substrate can be- 



come embossed with the engraved image, under the 
pressure applied, with parts of the substrate surface be- 
ing printed, and others merely embossed. 

5 Description of Drawings 

[0050] In the accompanying drawings:- 

Figure 1 shows a banknote substrate physically 
formed with barcode features in practice not dis- 
cernable to the naked eye; 

Figure 2 shows a banknote image printed over the 
substrate; 

Figure 3 is a flow chart of the process for embossing 
the barcode features on the substrate; 

Figures 4 and 5 show images of the banknote re- 
vealed by a computer code extraction routine; and 

Figure 6 is a flow chart of one possible detection 
routine. 



Production 

[0051 ] The process for physically forming in this case 
embossing, identification features on a banknote (or 
other security document) substrate will be clear from 
Figure 3 without further description. 
[0052] The resulting substrate is shown in Figure 1 , 
except that in practice the identification features, in this 
case a repetitive barcode pattern, would be invisible to 
the naked eye. 

[0053] The banknote is conventionally printed over 
the substrate and the result is shown in Figure 2. 
[0054] Since in practice the identification features are 
invisible to the naked eye, they are not aesthetically dis- 
turbing and do not affect the freedom of design of the 
banknote image. It is to be noted that the banknote de- 
sign may be printed either before or after the identifica- 
tion features physically formed in this case by emboss- 
ing (Figure 3). 

Detection 

[0055] There are various ways that computer based 
equipment can detect the aforesaid identification fea- 
tures and two such methods are described hereinafter. 
[0056] The encoded document when scanned into a 
computer, is converted to a digital format. This typically 
means that the image is analysed into red, green and 
blue channels for each picture element or pixel. The col- 
our of the picture element is assigned a value in each 
of these channels on a scale from 0 to 255 (8 bits) typ- 
ically such that a full intensity is assigned to the value 
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255 and 'no colour' the value 0. Thus, bright white will 
be represented by all three channels having the value 
255 and black by a zero intensity having the value 0. 
[0057] When a real image, such as that of the printed 
banknote is scanned into the system, most of the pixel 
values will lie in a central region between, say, 230 for 
the paper background and 40 for the darkest print. The 
pixels relating to the embossed encoding will be affected 
by the shadowing from the embossing caused by the 
lighting in the detection device, They will generally be 
within a band close to the paper background values. 
[0058] Assume, for example, that the embossing is 
shallow so that the shadows are weak and mainly within 
a band of 20 grey scale values relative to that of the 
paper background. 

[0059] It is a simple matter for a computer program to 
reset all values between a value just below that of the 
paper (in this example, 228) and the bottom of the val- 
ues relating to the encoding band (in this example say, 
210) to a value of 10, or even zero (near black) and to 
reset ail other values between 21 0 and 0 in this example 
to 230 (in other words the same colour as the paper 
background). 

[0060] This procedure has the effect of eliminating all 
the printed design features but not the encoding and 
those very weak features associated with the design, 
which are usually very few in number since they cannot 
be easily seen and would not therefore be included in 
the design for aesthetic reasons. The embossed encod- 
ing itself would by this procedure now be rendered black 
(see Figure 4) so that it can be read by a program es- 
pecially designed to recognise the coding. As a simple 
sample, if the coding were a series of Alphanumeric 
characters such as letters and numbers, an optical char- 
acter recognition program could be used to read the da- 
ta and determine if it was likely to be a known code. Al- 
ternatively, more sophisticated image detection tech- 
niques could be used, especially if the coding were of a 
more complex type such as that used in digital water- 
marking for example. In some cases, it may be preferred 
in order to show the encoding only (Figure 6). 
[0061] Alternatively, the embossed encoding could be 
extracted using a contrast enhancement routine such 
as is commonly known as 'equalisation'. This is shown 
in Figure 6. This type of routine sets the maximum value 
of the pixels in each channel to 255 and the minimum 
value to 0 and then attempts to smoothly redistribute the 
intervening pixel values between the two. This has the 
effect of increasing the difference between the pixel val- 
ues close to the paper background and thus those re- 
lating to the code so that they are easier to recognise in 
an image recognition program or routine. This method 
has the disadvantage that other design features unre- 
lated to the code are still present and need to be disre- 
garded by the recognition routine. 
[0062] However, more sophisticated routines, can be 
used which recognise complex encoding patterns such 
as those used for high-level codes in complex images 



and patterns. 



Claims 

5 

1. A substrate on which a security document is to be 
printed comprising a plurality of identification fea- 
tures in the surface thereof, which when illuminated 
and imaged by scanning, produce image data sig- 
10 nals in the output of a photoelectric device charac- 
terised in that : 

(i) the contrast between the identification fea- 
tures and the remainder of the substrate sur- 
fs face is such that image data signals corre- 
sponding to said features are substantially in- 
distinguishable from image data signals relat- 
ing to the remainder of the substrate surface 
and/or from background noise signals in the 

20 output of the photoelectric device and are 

thereby indistinguishable by eye; and 

(ii) the features repeat at intervals over at least 
some of the surface area of the substrate, 

25 whereby upon validation time or position of sig- 

nals relating to each feature will bear at least 
one fixed relationship to signals relating to oth- 
er of said features, whereby a computing de- 
vice supplied with the image data signals can 
30 be programmed to identify whether feature sig- 

nals bearing the said at least one fixed relation- 
ship are present in the data, to assist in identi- 
fying the imaged document. 

35 2. A substrate according to claim 1 , wherein the identi- 
fication features are repeated at regular intervals. 

3. A substrate according to claim 1 or claim 2, wherein 
each of the identification features is similar in char- 
ge acter to each of the other features in the said sur- 
face. 

4. A substrate according to any of claims 1 to 3, where- 
in the spacing of identification features is such as 

45 to be constant in one direction only or varied ac- 
cording to a special, known pattern, and similar or 
different regular spacings are selected for features 
in another direction, bearing a particular spacial re- 
lationship relative to the first said direction, for ex- 
50 ample perpendicular to said one direction. 

5. A substrate according to any one of claims 1 to 4, 
wherein the features are arranged in a 2D matrix in 
the substrate surface. 

55 

6. A substrate according to claim 5, having a second- 
ary encoding comprising a variation introduced into 
the matrix, such as by omitting features from partic- 
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ular positions in such a regular matrix. 

7. A substrate according to claim 5, wherein the matrix 
comprises features having two distinctive types of 
characteristics, the features of one type being locat- 
ed at one set of positions in the matrix, and the fea- 
tures of the other type being located at other posi- 
tions in the matrix. 

8. A substrate according to any one of claims 1 to 7, 
wherein the identification feature encoded in the 
surface provides a primary encoding which will not 
appear in the electrostatic image of a photocopier. 

9. A substrate according to claim 8, wherein the iden- 
tification feature encoding is in the form of a repeat- 
ing pattern. 

10. A substrate according to claim 8 or claim 9 r wherein 
the identification feature encoding comprises an 
embossing with inkless intaglio or an embossing of 
the surface by calendaring during manufacture of 
the substrate. 

1 1 . A substrate according to any one of claims 1 to 1 0, 
wherein two or more different encoding techniques 
are combined in the substrate. 

1 2. A substrate according to claim 1 1 , wherein the iden- 
tification features are impressed in the surface of a 
substrate onto which a security document is to be 
printed, comprising indentations and/or grooves in 
accordance with a first pattern which contains en- 
coded therein a second pattern, thereby to enable 
a security document printed on such a substrate to 
be identified by subjecting image data signals ob- 
tained from scanning the document to an appropri- 
ate mathematical algorithm to determine whether 
the second pattern can be found in image data sig- 
nals relating to the first pattern. 

13. A substrate according to any one of claims 1 to 12, 
wherein the pattern is encoded to produce multiple 
iterations of a code on the substrate. 

14. A substrate according to any one of claims 1 to 13, 
wherein the encoded pattern extends over selected 
areas which align with particular prin red areas of the 
substrate. 

15. A substrate according to claim 14, wherein the print- 
ed areas are such as to enhance the detection of 
the substrare surface variation during scanning and 
conversion of the image into image data signals. 

16. A surface treated substrate in accordance with any 
one of claims 1 to 15, having any lighter and darker 
regions visible in the surface of a treated sheet of 



substrate when illuminated forscanning, but not vis- 
ible to the eye. 

17. A substrate according to claim 1 6, in which the iden- 
5 tification features are embossed during its manu- 
facture. 

18. Asubstrate according to claim 1 6, comprising paper 
or plastics material mixed with a resin or lacquer or 

10 other material to provide a smooth surface for print- 
ing, and an encoded structure in the surface such 
that the actual surface is sufficiently smooth to ac- 
cept printing ink to enable a security document to 
be printed thereon, but at the same time contains a 
15 fine pattern of less smooth regions, which are less 
receptive of printing ink. 

19. A substrate according to claim 1 6 wherein selected 
regions describe a repeat identification pattern by 

20 being impregnated with a fluid such as a resin, or 
lacquer, such that the optical absorbtion or reflect- 
ance characteristics or optical density of the sub- 
strate is altered sufficiently as between impregnat- 
ed and non-impregnated areas as to be discernable 
25 under incident light. 

20. A substrate according to claim 1 6, in which the sur- 
face is etched as by a laser beam, so as to produce 
cavities or grooves in the surface to be printed (or 

30 awaiting printing). 

21. A substrate according to claim 16, comprising wa- 
termarking to vary the thickness and/or texture of a 
substrate, which variations can be rendered visible 

35 under incident light and form the primary and/or 
secondary encoding. 

22. A substrate according to any of claims 1 to 21, char- 
acterized In that said substrate is a security docu- 

40 ment substrate. 

23. A security document when printed on a substrate 
as claimed in any of claims 1 to 22. 

45 24. A method of verification of a security document ac- 
cording to claim 22 or claim 23, wherein in a first 
step of verification a scanning process is employed 
to convert the image of the surface of the substrate 
of the document into image data signals forcontrol- 

50 jjng a printing process, and when surface encoding 
is detected, a second step of verification is intro- 
duced by subjecting the image data signals to an 
appropriate algorithm, said second step of verifica- 
tion, if failing, serving to downgrade or inhibit the 

55 printing process so as to prevent reproduction of the 
document, or at least a good quality reproduction 
thereof. 
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PatentansprUche 

1 . Ein Substrat, auf dem ein Sicherheitsdokument ge- 
druckt wird, das eine Vielzahl an Identifizierungs- 
merkmalen auf der Oberflache enthalt, die bei einer 
Beleuchtung und Darstellung durch Scannen Bild- 
datensignale in einem photoelektrischen Ausgabe- 
gerat erzeugen, welche wie folgt charakterisiert 
werden: 

(i) der Kontrast zwischen den Identifizierungs- 
merkmalen und der iibrigen Substratoberfla- 
che ist derart, dass Bilddatensignale entspre- 
chend besagter Merkmale kaum von Bilddaten- 
signalen, diesich auf der iibrigen Substratober- 
flache befinden, und/oder von Storsignale im 
Hintergrund des photoelektrischen Ausgabe- 
gerats unterscheidbar sind und daher nicht 
vom Auge unterschieden werden konnen; 

(ii) die Merkmaie wiederholen sich in kurzen 
Abstanden auf zumindest einem Teil des Ober- 
flachenbereichs des Substrats, wodurch bei 
der Validierung die Zeit oder Position der Si- 
gnals eines jeden Merkmals zumindest eine 
festgesetzte Beziehung zu Signalen anderer 
Merkmalen haben, Dadurch kann ein datenver- 
arbeitendes Gerat, das mit den Bilddatensigna- 
len gespeist wurde, so programmiert werden, 
dass es feststellen kann, ob Merkmalsignale, 
die mindestens eine der festgesetzten besag- 
ten Beziehungen haben, bei den Daten vorhan- 
den sind, um so zur Identifizierung des darge- 
stellten Dokuments beizutragen. 

2. Ein Substrat nach Anspruch 1 , worin die Identifizie- 
rungsmerkmale in regelmaBigen Abstanden wie- 
derholt werden. 

3. Ein Substrat nach Anspruch 1 oder Anspruch 2, 
worin jede der Identifizierungsmerkmale in ihrer Art 
einer jeden deranderen Merkmale auf derbesagten 
Oberflache ahnelt. 

4. Ein Substrat nach einem der Anspruche 1 bis 3, 
worin der Abstand der Identifizierungsmerkmale 
derart ist, dass er gleichbleibend nur in eine Rich- 
tung geht oder nach einem speziellen, bekannten 
Muster variiert, Ahnliche oder unterschiedliche re- 
gelmaBige Abstande werden fur Merkmale gewahlt, 
die in eine andere Richtung gehen, wobei eine 
raumliche Beziehung vorliegt, die im Verhaltnis zur 
ersten Richtung steht, z. B. senkrecht zur besagten 
Richtung. 

5. Ein Substrat nach einem der Anspruche 1 bis 4, 
worin die Merkmale in einer 2D-Matrix auf der Sub- 
stratoberflache angeordnet sind. 



6. Ein Substrat nach Anspruch 5, das eine sekundare 
Verschlusselung besitzt, die aus einer in die Matrix 
eingefugten Abwandlung besteht, wiebeispielswei- 
se dem Auslassen von Merkmalen bei bestimmten 

5 Positionen in solch einer regelmaBigen Matrix. 

7. Ein Substrat nach Anspruch 5, worin die Matrix aus 
Merkmalen besteht, die zwei unterschiedliche Aus- 
pragungsarten besitzen, Die Merkmale der einen 

10 Art befinden sich auf einer Reihe der Positionen und 
die Merkmaie der anderen Art befinden sich auf an- 
deren Positionen in der Matrix. 

8. Ein Substrat nach einem der Anspruche 1 bis 7, 
15 worin das Identifikationsmerkmal, das auf der Ober- 
flache verschlusselt ist, eine primare Verschlusse- 
lung liefert, die nicht auf dem elektrostatischen Bild 
eines Photokopiergerats erscheint. 

20 9. Ein Substrat nach Anspruch 8, worin die Verschlus- 
selung des Identifikationsmerkmals aus sich wie- 
derholenden Mustern besteht. 

10. Ein Substrat nach Anspruch 8 oder Anspruch 9, 
25 worin die Verschlusselung des Identifikationsmerk- 
mals aus einer Pragung mit farblosem Tiefdruck 
oder einer Oberflachenpragung durch Kalandrie- 
rung wahrend der Herstellung des Substrats be- 
steht. 

30 

11. Ein Substrat nach einem der Anspruche 1 bis 10, 
worin zwei oder mehr unterschiedliche Verschlus- 
selungstechniken im Substrat kombiniert werden. 

35 12. Ein Substrat nach Anspruch 11 , worin die Identifi- 
zierungsmerkmale auf die Oberflache eines Sub- 
strats aufgepragt werden, auf die ein Sicherheits- 
dokument gedruckt werden soil, Dieses Substrat 
besitzt Vertiefungen und/oder Rillen, die mit einem 

40 ersten Muster ubereinstimmen, in das ein zweites 
Muster verschlusselt ist, Somit kann ein auf ein sol- 
ches Substrat gedruckte Sicherheitsdokument da- 
durch identifiziert werden, dass Bilddatensignale, 
die durch Scannen des Dokuments erlangt wurden, 

45 einem entsprechenden mathematischen Algorith- 
mus unterlaufen, um festzustellen, ob das zweite 
Muster bei Bilddatensignalen, die sich aufs erste 
Muster beziehen, gefunden werden kann. 

50 13. Ein Substrat nach einem der Anspruche 1 bis 12, 
worin das Muster verschlusselt ist, um Mehrfach- 
wiederholungen eines Codes auf dem Substrat zu 
produzieren. 

55 14. Ein Substrat nach einem der Anspruche 1 bis 13, 
worin sich das verschlusselte Muster uber ausge- 
wahlte Bereiche ausdehnt, die sich auf bestimmte 
bedruckte Bereiche des Substrats ausrichten. 
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15. Ein Substrat nach Anspruch 14, worin die bedruck- 
ten Bereiche derart sind, dass sie die Entdeckung 
der Substratoberflachenvariation wahrend des 
Scannens und der Umwandlung des Bildes zu Bild- 
datensignalen verbessern. 

16. Ein oberflachenbehandeltes Substrat nach einem 
der Anspruche 1 bis 15, bei dem hellere und dunk- 
lere Regionen auf der Oberflache eines behandel- 
ten Bogens des Substrats sichtbar sind, wenn sie 
zum Scannen beleuchtet werden, Sie sollen fur das 
Auge nicht sichtbar sein. 

17. Ein Substrat nach Anspruch 16, bei dem die Iden- 
tifizierungsmerkmale wahrend der Herstellung auf- 
gepragt werden. 

18. Ein Substrat nach Anspruch 16, das Papier- oder 
Plastikmaterialien, die mit Harz, Lack oder andere 
Materialien gemischt wurden, so dass fur das Druk- 
ken eine glatte Oberflache vorhanden ist, sowie ei- 
ner verschlusselten Struktur auf der Oberflache, so 
dass die eigentliche Oberflache glatt genug ist, um 
Druckfarbe anzunehmen, damit ein Sicherheitsdo- 
kument darauf gedruckt werden kann, Gleichzeitig 
ist jedoch ist ein feines Muster mit weniger glatten 
Bereichen vorhanden, die die Druckfarbe nicht so 
sehr aufnehmen. 

19. Ein Substrat nach Anspruch 16, worin ausgewahlte 
Bereiche ein Wiederholungsidentifikationsmuster 
beschreiben, indem sie mit einer Flussigkeit wie ei- 
nem Harz oder einem Lack impragniert werden, so 
dass die optische Absorption, die Reflektionseigen- 
schaften oder die optische Dichte des Substrats ge- 
nugend zwischen impragnierten und nicht impra- 
gnierten Bereichen verandert werden, um unterein- 
fallendem Licht erkennbar zu sein. 

20. Ein Substrat nach Anspruch 1 6, bei dem die Ober- 
flache von einem Laserstrahl geatzt wird, um L6- 
cher oder Rillen in der Oberflache, die gedruckt 
werden soli (oder sich vor dem Drucken befindet), 
einzuarbeiten. 

21 . Ein Substrat nach Anspruch 1 6, das ein Wasserzei- 
chen enthalt, um die Dichte und/oder Oberflachen- 
struktur eines Substrates zu variieren, dessen Va- 
riationen unter einfallendem Licht sichtbar gemacht 
werden konnen und die primare und/oder sekunda- 
re Kodierung bilden. 

22. Ein Substrat nach einem der Anspruche 1 bis 21 , 
das dadurch charakterisiert ist, dass genanntes 
Substrat ein Sicherheitsdokumentsubstrat ist. 

23. Ein Sicherheitsdokument erfolgt, wenn es auf ei- 
nem der in einem der Anspruche 1 bis 22 angege- 



benen Substrate gedruckt wird. 

24. Eine Methode der Verifizierung eines Sicherheits- 
dokuments nach Anspruch 22 oder Anspruch 23, 

5 worin in einem ersten Verifizierungsschritt ein 
Scannverfahren angewendet wird, um das Bild der 
Oberflache des Substrats des Dokuments in Bild- 
datensignal zur Steuerung des Druckprozesses, 
Wenn die Oberflachenkodierung erkannt wird, wird 

10 ein zweiter Verifizierungsschritt eingefuhrt, indem 
die Bilddatensignale einem geeigneten Algorith- 
mus unterlaufen, besagter zweiter Verifizierungs- 
schritt, dient dazu, dass bei Versagen der Druck- 
prozess zuruckgestuft oder blockieren wird, um die 

is Reproduktion des Dokuments zu verhindern, oder 
zumindest eine hochqualitative Reproduktion da- 
von. 



20 Revendications 

1 . Un substrat sur lequel un document de securite doit 
§tre imprirrte ayant une plurality de caracteristiques 
d'identification sur la surface decrite, ci-dessus ain- 

25 si une fois illumines et images par un scannage, 
produit des signaux d'image dans la sortie de I'ap- 
pareil photoelectrique definies comme suit : 

(i) la difference entre les caracteristiques 
30 d'identification et le reste de la surface du subs- 
trat est que les signaux d'image correspondant 
aux lesdites caracteristiques sont complete- 
ment indistincts des signaux d'image de la sur- 
face du substrat et/ou les signaux de bruit de 

35 fond dans la sortie de I'appareil photoelectri- 

que, de fait, il est impossible de les distinguer 
a I'oeil ; et 

(ii) les caracteristiques sont r6p6tees par inter- 
40 valles sous la forme d'au moins une partie de 

la surface du substrat, par lesquels, sur valida- 
tion , le temps ou la position des signaux de cha- 
que caracteristique ait au moins un rapport fixe 
aux signaux en rapport avec les autres dites ca- 

45 racteristiques, par lesquels un appareil infor- 

matique fourni avec des signaux d'image peut 
etre programme afin d'identifier si les signaux 
portent une caracteristique, au moins undit rap- 
port fixe est present dans les donnees e pour 

so assister a I' identification du document image\ 

2. Un substrat conforme a la revendication 1 , selon ia- 
quelle les caracteristiques d'identification sont re- 
petees par intervalles r6guliers. 

55 

3. Un substrat conforme a la revendication 1 ou a la 
revendication 2, selon lesquelles chacune des ca- 
racteristiques d'identification est similaire aux par- 
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ticularites de chacune des autres caracteristiques 
d'identification dans ladite surface. 

4. Un substrat conforme a n'importe quelle revendica- 
tion 1 a 3, selon lesquelies I'espacement des carac- 
teristiques d'identification est de nature a etre cons- 
tamment dans une seule direction ou varie selon la 
forme predete rmin6e, et des espacements regu- 
liers similaires ou difterents sont s6lectionnes pour 
les caracteristiques dans d'autres directions portant 
un rapport spatial particulier relatif a ladite premiere 
direction, parexemple, perpendiculaire a ladite pre- 
miere direction. 

5. Un substrat conforme a n'importe quelle revendica- 
tion 1 a 4, selon lesquelies les caracteristiques 
d'identification sont organisees dans une matrice 
2D dans la surface du substrat. 

6. Un substrat conforme a la revendication 1 , qui a un 
codage secondaire du substrat comprenant des va- 
riations dans la matrice telle que la suppression des 
caracteristiques a partir des positions particulieres 
a Pinterieur d'une matrice rdgulidre. 

7. Un substrat conforme a la revendication 5, selon la- 
quelle la matrice est concue a partir de caracteris- 
tiques ayant deux types distinctifs de particularites. 
Les caracteristiques d'un seui type sont localisees 
dans un seul ensemble de positions a Pinterieur de 
la matrice, alors que les caracteristiques de I'autre 
type sont localisees dans d'autres positions a Tinte- 
rieur de la matrice. 

8. Un substrat conforme a n'importe quelle revendica- 
tion 1 a 7, selon lesquelies la caracteristique d'iden- 
tification, cod6e sur la surface, fournit un codage 
primaire qui n'apparaTt pas dans I'image 6lectrosta- 
tique d'un photocopieur. 

9. Un substrat conforme a la revendication 8, selon la- 
quelle le codage de la caracteristique d'identifica- 
tion est sous forme tep6tee. 

10. Un substrat conforme a n'importe quelle revendica- 
tion 8 a 9, selon lesquelies le codage de la carac- 
teristique d'identification comprend un gaufrage 
avec une gravure qui n'a pas 6te encree ou un gau- 
frage de la surface en 6tablissant une liste lors de 
la conception du substrat. 

1 1 . Un substrat conforme a n'importe quelle revendica- 
tion 1 a 1 0, selon lesquelies deux ou plusieurs tech- 
niques difterentes de codage sont associees dans 
le substrat. 

12. Un substrat conforme a la revendication 11, selon 
laquelle les caracteristiques d'identification sont 



gaufrges dans la surface du substrat sur lequel un 
document de security doit etre imprime, compre- 
nant des identifications et/ou des rainures conforme 
a la premiere forme qui contient en I'espece une se- 

5 conde forme codee, par laquelle permettra un do- 
cument de securite imprime sur un tel substrat afin 
d'etre identifie en soumettant des signaux d'image 
obtenue en balayant le document a un algorithme 
mathematique approprie pour d6terminer si la se- 

10 conde forme peut etre trouvee dans les signaux 
d'image ayant rapport avec la premiere forme. 

13. Un substrat conforme a n'importe quelle revendica- 
tion 1 a 12, selon lesquelies la forme est cod6e afin 

is de produire plusieurs iterations de code sur le subs- 
trat. 

14. Un substrat conforme a n'importe quelle revendica- 
tion 1 a 13, selon lesquelies la forme codee s'etend 

20 sur des parties selectionnees qui s'alignent avec 
des parties imprimees particulieres du substrat. 

15. Un substrat conforme a la revendication 14, selon 
laquelle les parties imprinrtees sont de nature a met- 

25 tre en valeur la detection de la variation de la sur- 
face du substrat lors du scannage et conversion de 
I'image en signaux d'image. 

16. Une surface du substrat est traitee conforme a n'im- 
30 porte quelle revendication 1 a 15, qui lorsque illu- 

minee a cause d'un scannage, elle contient des par- 
ties eclairees et fomtees qui sont visibles dans la 
surface d'une feuille traitee du substrat mais nesont 
pas visibles a I'oeil. 

35 

17. Un substrat conforme a la revendication 16, selon 
laquelle les caracteristiques d'identification sont 
embossees lors de leur conception. 

40 18. Un substrat conforme a la revendication 16, ayant 
des materiaux en papier ou en pastiques melanges 
avec une resine ou un vernis-laque ou autre mate- 
riau afin d'obtenir une surface lisse lors de Pimpres- 
sion et une structure de codage sur la surface pour 

45 que la veritable surface du substrat soit suffisam- 
ment lisse pour que Pencre d'impression y adhere 
et permette au document de securite d'y etre impri- 
nte, en meme temps il contiendra une fine partie de 
regions moins lisses, moins receptives a Pencre 

50 d'impression. 

19. Un substrat conforme a la revendication 16 selon 
laquelle des parties s6lectionn£es decrivent une 
forme rgpetee d'identification en 6tant impr6gnee 
55 d'un liquide telle que de la resine ou du vernis-la- 
que, ('absorption optique es caracteristiques de re- 
flexion ou la densite optique du substrat est suffi- 
samment modifiee aussi bien entre les parties im- 
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pr§gn6es et les parties non-impregn6es qu'avec 
une faible lumiere. 

20. Un substrat conforme a la revendication 16, dans 
laquelle la surface du substrat est gravee a I'eau- 5 
forte par des rayons de laser afin de produire des 
cavites ou des ralnures sur la surface a imprimer 
(ou attendant d'etre lmprim§e). 

21. Un substrat conforme a la revendication 16, ayant 10 
un moirage est utilise afin de varier l'§paisseur et/ 

ou la texture du substrat, dont les variations peu- 
vent etre rendues visibles a une faible lumiere et 
forment le codage primaire et / ou secondaire. 

15 

22. Un substrat conforme a n'importe quelle revendica- 
tion 1 a 21, caracterise dan ledit substrat est un 
substrat de document de security. 

23. Un document de security lorsqu'il est imprime sur 20 
un substrat comme revendique dans n'importe 
quelle revendication 1 a 22. 

24. Une mSthode de verification concernant le docu- 
ment de securite conforme a la revendication 22 ou 25 
la revendication 23, selon lesquelles dans la pre- 
miere etape de verification un processus de scan- 
nage est utilise afin de convertir de la surface du 
substrat du document en signaux d'image relatif au 
processus d'impression, et la surface codee est de- 30 
tectee, une seconde etape de verification est intro- 
duce en soumettant les signaux d'image a un algo- 
rithme approprie, ladite seconde etape de verifica- 
tion, lors d'un echec, servant a Iib6rer partiellement 

ou interdire le processus d'impression afin d'£viter 35 
la reproduction du document, ou au moins une re- 
production de grande qualite de celui-ci. 
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Substrate embossed with barcode 



Fig. 1 
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Banknote image printed over coding 



Fig. 2 
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Produce a code pattern using CAD 



Make film matrix of code pattern using step 
and repeat technique to cover required 
print area 



Coat metal (copper) plate in photo resist 



Expose coated plate through film matrix using 
ultraviolet light 



Etch copper plate using proprietary etchant 
to required depth 



Mount plate on embossing 
machine /press 



Impress substrate with 
relief pattern over pre-printed 
document or plain paper 



Replicate by repeated 
electro-forming to form intaglio plate 
or cylinder for callendering 



Emboss substrate on intaglio press 
or paper making machine over pre-printed 
design or plain paper 



Flow diagram of embossing process 

Fig. 3 
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Substrate imaged with barcode turned to 
black by transforming pixels 

Fig. 4 
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Banknote image converted to •white' to show code only 

Fig. 5 



14 



EP 1 147 495 B1 



Scan document into 
image processing application 



Perform pixel equalisation 



Image recognition program 



Interrupt image processing 
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